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What is Cyberbullying?

Kas ir kiberbulings?

* Systematic aggressive behavior against * Sistematiska agresiva uzvediba
a person who finds it difficult to tie$saistes vidé pret personu, kurai ir
defend themselves against the griti aizstavéties pret paridaritaju(-

perpetrator(s), that takes place in

| iem)
online spaces

e Galvenie faktori:
= Atkartosanas
= Statuss starp dalibniekiem

 Key factors:

= Repetitiveness

= Status between the participants
- Expands the limits of traditional * Paplasina tradicionalas paridarisanas

bullying robezas )
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Characteristics of Cyberbullying

Kiberbulinga pazimes

* Use of electronic or digital means to * Elektronisko vai digitalo lidzeklu
cause harm to another person izmantosana, lai nodaritu kaitéjumu

* An imbalance of power between the Cital personai

bullied child and the perpetrators * Varas nevienlidziba starp cietuso un

* A sense of anonymity paridaritajiem

* Lack of accountability of perpetrators * Anonimitates sajuta

* Paridaritaju atbildibas trukums
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* Publicity of actions
B ° Darbibu publiskums




Cyberbullying is as harmful as traditional bullying

Kiberbulings ir tikpat kaitigs ka tradicionalais bulings
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Internalizing problems
* Depression
* Anxiety

* Stress

Feelings of loneliness

Suicidal ideation

Self-harm

Emotional difficulties

Somatic symptoms

Lowered self-esteem

Internalizetas problemas

Depresija

Trauksme

Stress

Vientulibas sajuta
Pasnavnieciskas domas
Paskaitéjums
Emocionalas grutibas
Somatiski simptomi

Pazeminats pasvertéjums
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Externalizing problems
* Risky sexual activity

* Substance abuse

* Aggression

* Delinquent behavior

Other negative consequences
* Poorer academic performance

* Lower overall life satisfaction

Eksternalizetas problemas
* Riskantas seksualas aktivitates
* Vielu lietoSana (atkaribas)

* Agresija

* Likumparkapjosa uzvediba

Citas negativas sekas
* Sliktakas sekmes macibas

* Zemaka kopéja apmierinatiba ar dzivi
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Risk factors for being bullied online in school context

Kiberbulinga riska faktori cietusajiem skolas
konteksta

emotional difficulties
social challenges
psychological stress
feeling unsafe at school

perceiving insufficient teachers’
support

viewing negatively the school climate
lower academic achievement

having fewer close friends
lower-quality peer communication
harsh parenting

belonging to a minority group

emocionalas grutibas

socialas problémas

psihologisks stress

nedrosibas sajuta skola

nepietiekama skolotaju atbalsta uztvere
negativs skatijums uz skolas klimatu
zemaki akadémiskie sasniegumi

mazak tuvu draugu

zemakas kvalitates komunikacija ar
vienaudziem

piederiba minoritates grupai
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Risk factors for bullying others online in school context

Kiberbulinga riska faktori cietusajiem skolas konteksta

Nedrosibas sajuta skola
atbalsta trukums no skolotajiem
negativs skolas gaisotnes vértéjums

feeling unsafe at school
lacking support from teachers
viewing negatively the school

climate * zemaki macibu sasniegumi
* lower academic achievement * dzimums — zéns
* gender — boy * socialas ietekmes:
* social influences = riskantas vienaudzu normas
" risky peer norms = attiecibas ar likumnepaklausigiem
" relationships with deviant peers vienaudziem

g . 3 - . ®
= weaker attachments to parents, = Vajaka piesaiste vecakiem, o
teachers, or peers skolotajiem vai vienaudziem s
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Don’t focus only on cyberbullying!

Fokusa ne tikai kiberbulings!

A student who is bullied online is very likely Skoléns, kas tiek bulingots tiessaiste,
being bullied in everyday school life as well. visbiezak katru dienu tiek bulingots
ari skola.
Online bullying Bulings tie$saisté
Among students who have been bullied 2-3 times per month or more, in Skoléni, kuri tiek paklauti

Finland, 4th and 9th graders . . - -
bulingam 2-3 reizes ménesi

vai biezak (Somija, 4. un 9.

2018 h

klases)
2019 _
2020 _
2021 | e Py
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Tikai tieSsaisté  TieSsaisté  Visas bulinga formas



Why is cyberbullying so difficult to tackle?

Kapéc ar kiberbulingu ir tik gruti cinities?

High social and psychological costs

Fear of limited internet use if reporting
bullying

Online aggression influences children’s
behavior and becomes a norm

Lack of feedback

* Augsts socialas un psihologiskas
izmaksas

* Bailes no ierobezotas piek|uves
internetam, ja zinotu par bulingu

* TieSsaistes agresija ietekmeé bérnu
uzvedibu, un ta tiek normalizéta

* Atgriezeniskas saites trukums
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Why is cyberbullying so difficult o tackle?

Kapeéc ar kiberbulingu ir tik groti cinities?

* Harassment
 Stalking and defamation
* |dentity theft

* Sexual harassment and intimate
pictures online

* Threatening online
* Grooming

* Uzmaksanas
* Vajasana un neslavas celSana
* |ldentitates zadziba

* Seksuala uzmaksanas un intimas
fotografijas tiessaisté

* Draudésana tiessaisté
* Grumings bez ievilinasana
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When is cyberbullying a crime?

Kad kiberbulings jau ir noziegums?

* No specific code of criminal offence for * Starptautiska limeni kiberbulings netiek
cyberbullying or legal standards specifically  saistits ar kadu konkrétu nodarijumu vai
targeting cyberbullying at an international tiestbu normam, kas veérstas tiesi pret
level kiberbulingu

* However, cyberbullying can be addressed ¢ Tomeér par kiberbulingu var saukt pie
within the legal framework of other atbildibas saistiba ar citiem likuma
offences in a broad range of areas parkapumiem

* Somijas piemeri:
= Uzmaksanas
= Vajasana un neslavas celsana

* Examples of Finland
= Harassment

= Stalking and defamation = |dentitites zadziba
= |dentity theft = Seksuala uzmaksanas un intimas =
fotografijas tiessaisté -

= Sexual harassment, intimate pictures online
= Threatening

= Draudesana KiVa






Questions
Jautajumi

Whose responsibility it is to tackle 1. Kas ir atbildigs par kiberbulinga
cyberbullying? Online platforms, apkaro$anu? Tie$saistes platformas,

parents/guardians, school vecaki/ aizbildni, skolas personals?
personnel?

2. Kada ir tava ka skolotaja loma, kad

What is your role as a teacher when ) ) : )
Y skoléns zino par kiberbulingu?

a student reports being

cyberbullied? 3. Ka més varam iesaistit vecakus
How can we engage parents in saruna par kiberbulingu un uzvedibu
conversations about cyberbullying tieSsaisté majas?

: : ?
and online behavior at home: 4. Ka skoleni var tikt iesaistiti

How might students be involved in kiberbulinga, neapzinoties savu
cyberbullying without realizing the darbibu ietekmi?

impact of their actions? b
KiVa
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Breakdown

Detalizéts izklasts

1. Whose responsibility it is to tackle 1. Kas ir atbildigs par kiberbulinga
cyberbullying? apkarosanu?
* Parents * Vecaki
= Access to online spaces is often given by = Visbiezak vecaki nodrosina piekluvi tiesSsaistes
parents who have the right and responsibility videi, un vecakiem ir ari tiesibas un pienakums
to teach their children to use them safely macit bérniem drosu uzvedibu tieSsaisté
= They must inform their children about the risks = Vecakiem jastasta bérniem par riskiem, kas
associated with the use of internet and social slépjas interneta un saistiti ar socialo mediju
media lietoSanu.
* Schools  Skolas
= School has to intervene in cases that either = Skolas pienakums ir iejaukties gadijumos, kas
happen in school or affect the school life notiek skola vai ietekmeé skolas dzivi
* Online platforms and moderators » TieSsaistes platformas un moderatori
= Should have the means to report and act on = |r tiesigi zinot un pretdarboties, ja tiesSsaiste
harmful behavior online konstate kaitigu uzvedibu
* Police * Policija i
= Criminal cases should be reported to the police = skolai / vecakiem / platformu moderatoriem .
by school / parents / platform moderators jazino policijai par kriminallietam Kiva



2. What is your role as a teacher when a
student reports being cyberbullied?

* Find out the details of the incident b
interviewing and listening to the student
and report these findings forward

. Supﬁort and assure the student that you
are here to help

* Investigate possible other forms of
bullying

 Start the KiVa intervention procedure

* Inform the principal about severe cases or
if you think contacting the police is
needed

2. Kada ir tava ka skolotaja loma, kad
skoléns zino par kiberbulingu?

Uzzinat atgadijuma detalas, iztaujajot un
uzklausot skolénus, un nodot talak ieguto
informaciju

Atbalstit un iedrosinat skolénu, ka jusu
merkis ir palidzet

lzpétit citus iesp€jamos bulinga veidus
Uzsakt KiVa proceduru

Informét direktoru par nopietniem
gadijumiem vai ja uzskatat, ka nepiecieSams

iesaistit policiju .
L
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3. How can we engage parents in 3. Ka mes varam iesaistit vecakus saruna
conversations about cyberbullying and  par kiberbulingu un uzvedibu tieSsaisteé
online behavior at home? majas?

* Parent’s evening with a specific focus on * Vecaku sapulcé ipasi uzsvert kiberbulingu

cyberbullying e Sutit informativu véstuli par tiessaistes vides

* Information letter about the risks of online riskiem un to, ka skola runa par so temu
spaces and introduction how the topic is
discussed and handled at school
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4. How might students be involved in 4. Ka skoleni var tikt iesaistiti

cyberbullying without realizing the kiberbulinga, neapzinoties savu darbibu

impact of their actions? ietekmi?

* Posting material of others without their * Publiskojot svesus materialus bez vinu
permission zinas vai atlaujas

* Sharing or reposting harmful content * TieSsaisté kopigojot vai parpublicejot
online nevélamu vai kaitigu saturu

* Liking and commenting harmful posts * Spiezot «Patik» un komentéjot nevelama

* Not reporting harmful content online satura ierakstus

+ Being involved in cyberbullying as a * Nezinojot par nevelamu tieSsaistes saturu
bystander * |lesaistoties kiberbulinga ka vérotajam

* Cyberbullying can be a crime * Kiberbulings var but ari noziegums! -
HanE



Closing notes

Nosleguma piezimes

* Cyberbullying is as harmful as
traditional bullying

* Don’t focus only on cyberbullying!

* Preventing cyberbullying needs
collaborative effort from schools and
families

* Coming up, some additional
material on cyberbullying
for schools

.

* Kiberbulings ir tikpat kaitigs ka
tradicionalais bulings

* Nefokuséjieties tikai uz kiberbulingu!

* Kiberbulinga apkarosanai
nepiecieSama skolu un gimenes
sadarbiba un kopigas pules

* Turpinajuma — dazi papildu materiali

skolam par kiberbulingu

KiVa
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Thank you!

Paldies!
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